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Abstract

In the age of high-speed development and continuous changes in technological infrastructures, policy-driven management is necessary to address the   complex problems that arise in the management of corporate and telecommunication networks. Policy-driven management is an effective approach for structuring the management task in large-scale networked environments with numerous resources. Management of change is an additional benefit to be gained by the use of   policy-driven management. In this paper, we first provide a state-of-the art on the subject, we then present policy support middleware platform services as well as recent implementations, and at the end propose a methodological approach for developing coherent policy sets on systems and networks. A  case study is used to exemplify the methodology and  point to  a number of open issues. 

1. Introduction

Telecommunication networks and systems management involves numerous activities, services, actors and resources due to its inherent distributed nature. The main goal of management systems is to ensure availability, reliability and performance over all the dimensions of networks and systems. Two of the main problems that usually arise on large-scale networked systems are the heterogeneity and the complexity. These two problems drive the system and network management developments to support mechanisms for activity consistency, conflict resolution and relationships handling.

Focusing on telecommunication networks, that are in modern times a tied part of various business activities, response time, reliability and quality of service are usually critical parameters in corporate or service provider operations. Networks are not just a means of exchanging information, but are involved in more sophisticated activities, such as collaborative work, tele-working and videoconferencing.
Network Management is the function that faces all the above issues transforming the network into a managed resource as a whole,   as well as a manageable collection of network elements. 

Among network management techniques, the distributed policy-driven network management is a powerful methodological approach to monitor and control telecommunication networks, ensuring security, availability, reliability and efficiency. For example, rapid development in networked multimedia applications introduces demanding requirements for the available network bandwidth. The latter is a business-critical network resource for almost all telecommunication networks. Thus, adaptive policy actions according to service bandwidth pattern usages and bandwidth optimizations must be applied for performance enhancements and cost reduction.

Policy-driven network management can be defined as the organization of network elements, networks and telecommunication application services into appropriate management domains for the purpose of applying interrelated policies on them for satisfying important business goals.

Organizing large-scale networks and network services into domains offers modularity and provides managers with the capability to enforce a variety of policies in different management domains. Organizing systems and network resources into domains can be done according to various criteria, while domains can be members of another domain, structuring in this way domain hierarchies based on the domain/sub-domain relationship and on the possible domain overlapping. Having organized network elements, networks and the respective services into domains, policies can be defined for enforcement on them. Thus, policies are handled as separate entities, or managed objects, that can be also organized into domains and configured appropriately, so that policies can be enforced on policy domains. 

Any policy must be referred to a managed domain, which includes the respective managed objects, which, in practice, is the sphere of influence of a specific manager or management application. The latter has the responsibility for the enforcement of its policies on that domain. It is clear that the above approach adds flexibility and structuring capability to the management activities. Figure 1 depicts an example of organizing a distributed system in terms of management domains and management policies [17,18,21,22]. 
Another issue that arises from that approach is that at the end an important number of relationships between policies is developed. These are high-level policies that usually derive from business goals, but there are also low-level policies that are directly enforced onto network resources.  This implies the need for translating policies from high-level to low-level ones, formulating in this way management policy hierarchies. This translation is not an easy task and it becomes even more complicated  in large-scale distributed systems and telecommunication networks, where numerous policies are usually enforced. Many different factors must be taken into consideration to complete effectively such a task, like existing management systems and technologies, management structures, management domain construction criteria, roles of management authorities and agents, etc. [13,17,19]
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Figure 1 – The use of Domain & Policy concepts in system and network management
This paper deals with the requirements that arise when one develops a policy driven network management framework. The paper   gives both research and practical views of policy-driven management. It presents a middleware architecture for providing policy management and enforcement services, and also a methodological approach for developing hierarchically interrelated policies for managing systems and networks, as well as it presents case study. Finally, it discusses open issues on the subject and future work. 

2. The Problem Space in Network Management
Before we provide a state-of-the-art on policy-driven management, we give some parameters of its problem space in the general area of network management.

These parameters are the requirements for a policy driven network management, which must support the deployment of a wide range of management services for the satisfaction of these requirements. In other words, the support framework for a policy driven network management must be integrated and provide modular services for adaptive use of network resources, something that is especially useful for ad-hoc networks, autonomous computing, wireless networks and context-aware networks. 

From a practical point of view, an effective policy driven network management must support the management and policy enforcement for the following:

· A strategic monitoring over the manageable network resources as well as the network surveillance rules

· Classification of network traffic

· Congestion control

· Dynamic bandwidth (de-)allocation, reserved or on demand for diverse traffic patterns

· Customizable Quality of Service to end-users according to their legitimate requirements

· Admission control and its rules with respect to bandwidth usage

· Identification and discovery rules for user and services

· Access control for security and optimization reasons over network resources, defining user specific network privileges and point of control, e.g. WAN access point or point of origin

· Control over a pool of servers that offer processing power 

· Number of communicating entities, e.g. users, applications 

· Various imposed restrictions, such as temporal, of content, of traffic classes

· Priority rules, e.g. voice acceleration

· Event triggering and notification dissemination 

· Accounting and billing based on traffic usage

· Performance benchmarking and tuning

· Control of configuration changes
· Reaction management, e.g. due to security violations etc. 

· Propagation of control down through the network implementation layers,
· The complexity handling induced by many constraints and exceptions which usually arise and is almost impossible to be handled manually
· The network administration task which presupposes a large variety of skills, such as in operating systems, in network technologies, in security systems, like firewalls and IDS, in application protocols, etc. [24, 25].

3. State-of-the- Art of Policy-Driven Management

Policy-Driven Network Management is an event-triggered constrained action provisioning mechanism for an automated response on the network according to pre-defined policies. 

Policies are rules of the general form: ON <event> IF <condition> THEN <do actions>.  But, who is going to enforce policy on what object must be also defined. So, a policy, or better a policy object, is defined as the following set of attributes [7, 17, 21]:
PO = {Type, Subject, Target, Event, Actions, Constraints, Priority}, where:
· PO

= Policy Object

· Type

= Policy Type
· Subject

= Manager Objects  

· Target

= Managed Objects 

· Event

= On a specific Event 





    Triggered do the Actions

· Actions

= Task-specific Actions 

· Constraints
= Restrictions on Policy 





    Object Enforcement

· Priority

= An integer expressing a 





    Policy Priority Type
Policy type (including modality) concerns negative or positive authorization and negative or positive obligation.

Some policy examples in the format shown above are given in section 7, along with a short case study. Some policy examples expressed in plain English  are the following:
(a) The Access to the Medical Database Files is permitted only to Doctors during the working hours (permission).
(b) The Correction of Data Records is not permitted to non Advanced Users at Any Time (prohibition).
(c) The Bandwidth must be allocated from the Network Managers to the Users according to the Service Type On User Registration (obligation).
(d) System Administrators do not have to perform hacking tests on Any System at Any Time (refrain policy).
Figure 2 gives a general idea of the use of a policy driven management support system, which otherwise is called policy middleware [17, 18, 25]. The goal of the policy support system management is to automate the reactions when retrieving predefined policies that point out the actions that should be taken when an event happens. This automated function reduces the likelihood of human error, provides a more flexible management procedure and accelerates reaction time, configuring large number of resources with just a single policy. The translation of high-level policies into low-level resource-specific configurations allows changes in policies without the need to change the corresponding management application code. In other words, policies parameterize the management applications [17, 21, 25].
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Figure 2 – General use of a policy support system

Policy-based management leads to flexibility, adaptability and scalability. These benefits arise when policies are correct, complete, valid, and consistent. These requirements force us to analyse policies to detect inconsistencies, and to derive policies from high-level goals. The latter is not an easy task. For this reason there are several approaches that try to automate the process, but we are still at the very beginning. Business goals are usually general statements expressed in plain text. Appropriate data policy models must be used in order to translate plain text statements to the policy definition format provided above. The highest-level policies produced from the initial business goals must be also translated into lower level ones. In most cases, the produced new policy is strongly depended on the context of the application. 

Of course, for such task specific policies (e.g. ad hoc network fault tolerance policies) best practices must be followed in order to the minimization of potential enforcement problems. For this reason, there is a need for an automated solution to audit policy results on the network. In fact, a policy model implies a context or domain within which the policy applies, e.g. network configuration or access control. Furthermore it specifies when a policy is to be applied. The condition can be specified as a Boolean expression, which is the “if clauses” within a policy. Decision is policy guidance, which is the “then clause” within a policy. 

A policy hierarchy is the means to cope with the enterprise and system management roles and management structures. A management policy specifies the authorizations and obligations for a group of managers, namely, the behaviour expected from managers assigned to a particular management position. Equivalently, the role assigned to a manager is defined as a set of policies applying to a domain of managers, called position domain. Managers can be assigned to or removed from a role without re-specifying the respective policies and manager roles can interact with each other [13]. Thus, we can easily understand that a role can be de-structured to a set of single policies and that manager hierarchies can be mapped to policy hierarchies. In other words, the management problem is almost the same with the management policy hierarchy creation, analysis and optimisation [15, 19].

Focusing on the policy hierarchy definition, we note the parent (meta-) or child (sub-) relationships between policies on the hierarchy. Dynamic environments require policy hierarchies to expand or contract in a flexible way. A Policy Hierarchy is determined by the following arrangement [17]:

PolicyHierarchy := (Names, Descriptions, Relationships) ::= (N,  D, R), where:

· N = the names or IDs of the Policy Objects (PO), 

       e.g. N = {PO1, PO2}

· D = the total descriptions of all the hierarchy policies,
       e.g.D={PO1=[PT1,S1,T1,E1,A1,C1,P1],

                    PO2=[PT2,S2,T2,E2,A2,C2,P2]}, and
· R = the set that contains for each policy the set of its meta-policies/parent policies, e.g. for PO1( PO2, it is: R={PO1=[ ],PO2=[PO1]}

4. Architecture of Policy-Related Management Services
For the deployment of a policy-driven network management there is a need to develop appropriate distributed management platforms or, equivalently,   policy-related management services. Administrator or system management applications use domain-related and policy-related tools to structure their management task. These tools support capabilities for translating policy specifications of the highest level, i.e. business goals or SLA’s, to lower level ones, continuing this process up to the network element control or monitoring actions that are implementable. Of course, network administrators will be provided with appropriate management consoles for editing, compiling, creating, deploying policies and monitoring the results. The administrator must also be supported with management domain browsers (for creating and navigating domain hierarchies) and a role definition tool. Storage, searching and retrieval tools for policy objects must also be provided. A Policy Service or control and decision making on policy evaluation and final policy selection and/or configuration must be also provided. Finally, a task-specific policy enforcement service must be implemented. Interoperability between all of these components must be ensured via various protocols 
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Figure 3 – The Policy Related Management Services (Policy Middleware)

such as COPS (Common Open Policy Services), LDAP, SNMP, etc. [1, 4, 8, 9, 17, 25]. Figure 3 presents an architectural view of the previously mentioned policy-related services and components.

From the implementation architecture point of view, the services mentioned in Figure 3 may be centralized or distributed. In large-scale distributed management services it is obvious that they will be distributed across a network of servers. For instance, a policy service may consist of cooperative distributed sets of policy services and policy repository servers to manage policies at endpoints of the network.

For the completeness of our presentation, in Figure 4, we show where the above common policy related management layer is buckled up (the underlying mechanisms).
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Figure 4 – Underlying Platform Layers

Regarding the Policy Life Cycle, we start from the abstract and high level policies. A policy classification which categorizes policies according to various criteria like the open distributed processing viewpoints [11] or the system management functional areas (SMFA’s) (Figure 5) is necessary in the beginning. Based on the policy template, which usually depends on the policy specification language or the policy model followed, e.g. rule-based or formal logic-based, the policy definition takes places. 
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Figure 5 – Policies according to System Management Functional Areas
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Figure 6 – The Policy Life Cycle 
These policies before been propagated up to the lowest level of managed resources, must go through an appropriate policy analysis (e.g. for conflict detection and resolution) and refinement [1, 2, 3, 4, 14, 18]. Figure 6 depicts the policy life cycle.

The question which arises is: “according to the complicated views of a corporate networked system or a telecommunication network which are the viewpoints that policy enforcement usually concerns?”. The answer can use a combination of previously presented viewpoints in ODP, TMN and SMFA: 

· The Business Viewpoint

· The Computational Viewpoint

· The Informational Viewpoint

· The Engineering Viewpoint

· The Technological Viewpoint

· The Functional Area Viewpoint

· The Functional Level Viewpoint

· The Geographical Viewpoint.

It is out of the scope of this paper to describe in detail a task specific policy enforcement mechanism through the underlying platform interfaces. Instead, we roughly provide a generic enforcement process. Afer a policy editing, static analysis and compilation, this policy is stored in a Policy Object Repository for persistent storage. After the policy selection and analysis phase via the policy service, an enforcement service takes action for policy activation and enforcement of policy actions on the underlying system platform via the APIs this platform offers. The Enforcement Service lists all policy members of the subject domain, as well as of the target domain using the domain service. Then, it defines the Actions (object methods) to be invoked on the managed system, while in parallel examines potential conflicts with already activated policies, listing the invoked methods with their input and output parameters on the respective managed system. After this stage, it repetitively invokes the methods (policy actions). By the end of invocations, the policy is enforced and its operational state becomes active or enabled. Finally, the Enforcement Service notifies the policy service for the policy activation. In [16, 17] the reader can find interesting enforcement architecture examples for network performance and QoS management.
5. A ten step methodological approach for building up the policy driven management

In this section, we present a methodological approach for building up the policy driven network management task. The question, which usually arises, is how we can construct an initial set of policies that governs the network. We may have setup tools, but this does not mean that we have setup the right policies. Thus, there is a need for developing a methodological way for setting up the initial policies which could be transformed in order to adapt to the changes of business goals or SLAs (if we accept a policy from the toplevel), or to adapt to a network configuration change (if we accept an appropriate event from the bottom-level). Of course, this is a complicated task in networked systems or telecommunication networks due to the multiple relationships between the components and the relative policies. 

Any policy can be analyzed in a triplet of the following type (Subject, Policy Actions, Target, etc.)[17]. Deploying the initial business goals down through the system in fact we create an important number of such triplets. Thus, the key steps and/or factors for such a deployment are the following:

(1) Localize the existing management structures of the system and the network

(2) Build-up management domain hierarchies. For the large-scale systems this is quite complicated and both top-down and bottom-up approaches must be followed. Overlapping between domains is permitted. Coherent membership rules for each managed object must be developed. Managed objects concern network elements, networks, services and applications.
(3) For each managed object on the domain hierarchy setup initial authorizations associated with it, as well as initial configurations. This must be well stored from the beginning for effective adaptive event-based management of change on a later stage.
(4) Localize and assign managers onto the previously constructed domains. Usually, there is no single source of management authority over the managed resources. Heterogeneity of management system technologies may play an important role here. 

(5) Localize the relationships between the domains developed for the purpose of policy applicability (management task).

(6) Elaborate Initial business goals, disjointing goals and develope multiple strategies.

(7) Define and deploy Policies (authorizations and obligations) and delegate Responsibilities, deploying in this way Roles and Behaviors. Authorizations for such delegations must be first defined.

(8) Interprete/Refine the high-level policies to sub-policies up to the lowest level, statically or at run-time. Policy conflict detection and resolution must take place at this step as well.

(9) Optimize Policy Sets.

(10) Manage the change set by new goals or driven by triggered events, and make new policy decisions.

6. Current Implementation Approaches
The work done in Policy-based management has a diverse of approaches. One of them concerns the Formal Policy Specification. Ponder [7], developed by Imperial College, is a declarative language with three policy categories, authorization, obligation and delegation with two modalities - positive and negative. A negative obligation is translated as “refrain”. Furthermore, Ponder supports domain hierarchies   for handling role relationships.

Event Calculus [3] is an important tool for policy implementation approaches because it has well understood formalism, models event-driven systems, uses deduction for simple property checks and uses abductive reasoning to derive explanations for property violations. Furthermore, it is suitable for interaction with formal representations.

Logic-based languages are suitable for security policies extending modal logic operators for permission, obligation and prohibition. In this context, Role-Based Access Control (RBAC) handles permissions, inheritance and role reusability in a flexible way. The Security Policy Language (SPL) is an event-driven access control policy language, while the OASIS standard XACML is an XML specification for defining access control policies over the Internet. XML based specifications have the advantage of ease of parsing, the compatibility with Web Services and that they are  seamlessly extensible for adding new functions and data types. The IETF/DMTF policy core information model (PCIM) has been created for representing policy information. DMTF supports Instances and groups of PolicyRules which  aggregate PolicyConditions and PolicyActions. Conditions can be combined in conjunctive or disjunctive sets, while actions can be sequenced. Currently there is work in support of generic Event-Condition-Action policy rules. The Policy Definition Language (PDL) from Bell-Labs uses an event-condition-action rule paradigm of active databases to specify a policy, while the Enterprise Language of the Enterprise Viewpoint of RM-ODP further adopted and elaborated policies and roles within the community concept [7].
Regarding the existing management platforms there is an important number of implementations, the presentation of which is out of the scope of this paper. We only mention an indicative example, the Distributed Management Environment (OSF/DME) which is an object-oriented infrastructure which can be added to fit  on it a policy middleware layer. DME is based on CORBA and OSF/DCE RPC and supports SNMP and CMIP access through the XMP API, management user interfaces based on OSF/Motif, distributed notification services, as well as other management services [20]. Using appropriate gateways, distributed management platforms can be bridged. For instance, an RPC/IDL to CMIP/GDMO gateway provides the appropriate interface specification mappings from the first language to the second one [10], allowing applications running on a different platform to use functionality provided by another one.
Regarding commercial platforms and tools, we indicatively mention Bull ISM, Siemens Transview and IBM Tivoli.

7. A Case Study in QoS management

In this section, we present an indicative case study for the purpose of clarifying some of the concepts of Policy driven Network Management. 

The example concerns service differentiation (DiffServ) based on transport characteristics (Any varying demand from the user-side must be reflected to the QoS management of Network. QoS Management implies techniques such as DiffServ Per Hop for different service types. 

Policy-related services include, among others, decision making on the selection of the policy which best fits to the QoS change requirements. In other words, a network-wide service adaptation for implementing the new service requirements is required. The initial high-level policy selection process fires another policy selection process at a lower level, while underlying service mechanisms manage sessions and admission control. The final goal is to configure appropriately the QoS mechanisms of the DiffServ network. Initially, a new request from a management application will invoke the Policy Service to select from the Policy repository the high-level policy based on given parameter values. The high-level Policy after its activation among other actions will force the activation of a lower-level policy, which will come from a translation (refinement) process. The latter policy will be activated and triggered to configure DiffServ parameters of the network, usually associated with a path of routers within a DiffServ domain [3, 4, 16, 22].
Suppose that the following goal needs be satisfied and described in a plain text statement: Web Services (WS) Multimedia (MM)  Applications from Service Domain X must get “Top QoS”. 
The high-level (service-oriented) policy in plain text is: “If the service_user is “WS MM Application” from ServiceDomain X, then provide Top level service”

And, in   formal specification:

PO

= Diffserv_Policy_High

Type

= Obligation
Subject
= Manager of “Service Grade”
Target

= Managed ServiceDomain_X

Event

= On Triggered Request for “Top Service”

Actions
= Activate_Policy(Diffserv_Policy_Low)
Constraints= When Network_Service(Available) ^



        Time==Working_Hours
Priority
 = High
With Policy Translation Rule from 1 to 2:

1. WS MM Application is on the ServiceDomain X 

2. Top service is to provide a Max bandwidth, Min_Delay and Min_Loss in network_path={router1,router2, router3}  

After the translation of the high-level policy to alower one, we have the following policy:

The Low-level (network-oriented) policy in plain text is: “If the network_user is from AdminDomain X, then reserve a Max bandwidth, Min_Delay and Min_Loss in network_path={router1,router2, router3}”

And, in more formal specification:
PO
= Diffserv_Policy_Low_1

Type
= Obligation
Subject
= Manager of Diffserv
Target
= Managed Resources on AdminDomain_X



   {Router1, Router2, Router3}

Event
= On Triggered Request for “Top Service”

Actions
= Set_Bandwidth(Max); Set_Delay(Min);



    Set_Loss(Min); 

Constraints= When Resources(Available) ^ 

Bandwidth<=Upper_Limit^Time==Working_Hours 
Priority
 = High
Of course, there must be a mapping between the ServiceDomain and the AdminDomain, as well as between the service user and the network user.

A networked multimedia application may request different QoS guarantees at run-time by upgrading or downgrading its own service parameter values. This leads to a new policy enforcement to adapt the network to the change. Managing this change we have the following Policy Objects at the high-level:

PO

= Diffserv_Policy_High_Change

Type

= Obligation
Subject
= Manager of “Service Grade”
Target

= Managed ServiceDomain_X

Event

= On Triggered Request for “New Service”

Actions
= Get_Parameters(“NewService”, Par_1,



    Par_2, Par_3);

         Activate_Policy(Diffserv_Policy_Low_Change)
Constraints= When Network_Service(Available) ^
                      Time==Working_Hours
Priority
= High
With Policy Translation Rule from 1 to 2:
1. WS Application asks for Change on ServiceDomain_X.
2. Gold service is to provide a Max bandwidth, Min_Delay and Min_Loss in network_path={router1,router2, router}  

PO

= Diffserv_Policy_Low_Change

Type

= Obligation
Subject
= Manager of Diffserv
Target

= Managed{Router1,Router2,Router3}

  

    on AdminDomain_X

Event

= On Triggered Request for “New Service”

Actions
= Set_Bandwidth(“Par_1”);



    Set_Delay(“Par_2”); Set_Loss(“Par_3”);

Constraints= When Bandwidth<=Upper_Limit ^



         Time==Working_Hours
Priority
= High
We note that for the purpose of the management of change the policy objects must be parameterized. The explanation of the above policy examples is quite obvious and left to the reader.

8. Discussion and Future Work

Policy-driven management platforms, even if they have been extensively examined and researched by industry, are still behind regarding their wide deployment. In addition, even if policy frameworks have been formally defined they are not widely used. The reason is that they are quite complicated to use and if we want to widely deploy them additional tools such as artificial intelligence techniques are needed [12]. Domain hierarchy handling tools have been exploited due to the fact that they are easier to understand and they are really helpful in understanding better the policy applicability bounders. Appropriate visualizations, sophisticated user interfaces and wizards might further help to  setup complicated policies  and to analyze their relationships. 

A mature policy middleware supporting common policy-related management services could help developers and administrators achieve high-quality policy implementations, including effective policy analysis and conflict resolution, policy translation, validation and policy set optimization. From the above we understand that there is still an important number of open issues in the policy-driven management research and development arena.

Future work could drive a standardized policy specification language that will be widely adopted by industry, in order to cope with heterogeneity and interoperability problems. But still many other problems on the subject remain unsolved. Resolution on policy conflicts and consistency between policies are two main topics for research. Validation, transformation and optimization in Policy Objects sets are also at an immature stage and need further research. Role based access control (RBAC) and dynamic assignment of roles to manage objects can be further examined to enhance security management. Separation of duties and delegation of authorizations/obligations can also be benefited by the flexible and effective use of policies.

We believe that further deployment of policy-driven management can be boosted if there is first a mature policy middleware development regarding the interoperability of the common policy-related management services and second adaptation of AI techniques, both for policies of generic type as well as for specific management application areas. For instance, appropriate AI algorithms and mechanisms could support automated derivation of policy actions, the distribution of actions between different agents, the development of sophisticated modelling and simulation tools, the optimization process, strategies and complexity handling, etc.

9. Conclusions

In this paper we presented a policy-driven methodology for managing corporate and telecommunication networks. This method has been proved very effective in structuring the management task, as well as in making it more feasible in large-scale distributed systems where there are numerous resources and different kinds of management activity. Policy-driven management is most suitable for the management of change in networks and systems. Our focus was on presenting the added-value brought by policy-driven management, on examining a policy support middleware platform, on discussing recent development efforts and on proposing in a methodological approach for building policies on systems. We also presented a case study in QoS management depicting the high applicability of the policy driven management framework. Open issues and future work was also provided. 

Concluding we emphasize that  even if there is a considerable amount of work done on deploying policy driven management services in the last two decades many challenges still remain that could be approached via interdisciplinary scientific research.
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